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Escalating tensions have brought geopolitics top of mind for executives.

Biggest potential 70 ~— Geopolitical instability
risks to global and/or conflicts
economic growt1h, — Changes in trade policy
next 12 months, and/or relationships

% of respondents
~—— Transitions of
political leadership

—— Increased economic
volatility
— Inflation
10
June Sept Dec Mar
2024 2024 2024 2025
Qut of 15 risks that were offered as answer choices, e 3-7,2024, n = 927; Aug 28-Sept 6, 2024, n =1,203; Nov 27-Dec 6, 2024, n = 912; Feb 26-Mar 7,
» \’H’ -‘j :"}~: ey Global Surveys on economic conditions, 2024-25
McKinsey & Company
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Technology
failure modes

McKinsey & Company
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McKinsey analysis has identified nine technology failure modes stemming
from the geopolitical-risk environment.

Data, talent, or
infrastructure are
overly concentrated in

Data localization and
privacy regulations
inhibit insights from
and usag da
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Tie proactive and reactive mitigation measures to stages of
geopolitical-risk escalation.

lllustrative interventions based on escalation scenarios

STAGE 1 Triggers Mitigation measures
Initial signs Social unrest Test critical analytics talent redeployment strategies in
alternate regions
Considering market exit Enable specialized analytics talent upskilling/sourcing out-
side of region
Extended scope of sanctions Initiate surge capacity plans; evaluate region open-source
data/software implications
Competitor faces tech operations disruption Determine reason for competitor’s disruption and correct
relevant client tech exposure
Mobilization: absence rate up Optimize load balancing and traffic routing to ensure
v w continuity in case of usage spike
STAGE 2 Fiscal-tightening plans Tighten tech operations budget; reallocate to critical tech
outputs
Escalation
Credit rating downgrade Increase financial-controls monitoring on tech operations
“Do not travel” to region advisory Begin permanently relocating critical data analytics
v v operations out of region
Abrupt equity price/currency fall Divest noncore, local technology assets
STAGE 3 pequiy Y o
Internationalization | Critical-supplies stockpiling Reduce local technology delivery to critical activities only
¥ Mass cyberattack in the country ¥ Increase threat monitoring based on tactics from attack
NOW W Account for all IT-managed applications and data in dependency mappings to mitigate single points of failure

W Further develop secondary hubs for specialized analytics skills outside region for skill set continuity

W Centralize governance of federated value stream technology under central IT to maintain sufficient oversight
over architecture and tech risk

B |nclude critical-path skill and talent needs in application continuity plans to maintain continuity

W Test reliability of failover-ready architectures for critical IT design applications to ensure redundancy
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Key leaders and functional heads have distinct areas of responsibility when
it comes to managing geopolitical risk.

Roles and responsibilities for geopolitical-risk capability

Components Key Potential

of tech stack owners geopolitical risk

Management/ CIO, CTO Armed conflict prompts strategic withdrawal from market

governance Trade policies that could impact tech procurement or partnerships

Labor and Human Changes in labor laws or employment standards in different countries

support resources Disruptions affecting ability to hire or relocate talent across borders

Cybersecurity Chief information State-sponsored cyberattacks that may target critical infrastructure/data
security officer Escalating geopolitical tensions that can prompt cyberthreats

Network Network administra- Vulnerabilities in network equipment from specific countries
tors/engineers Geopolitical conflicts that can interrupt international data transmission or network reliability

Cloud Cloud architects/ Changes in data sovereignty laws (where data can be stored and processed)

infrastructure/  engineers Sanctions and trade restrictions that can affect cloud service providers

platforms

On-premises System Supply chain disruptions

infrastructure/  administrators Import/export controls on technology components

platforms

Software Software development Changes in intellectual property laws or enforcement in different countries
managers, product Regulatory compliance affecting software usage or data protection
managers

Data and Data scientists and Data localization laws

analytics analysts Cross-border data flows (eg, due to geopolitical tensions)

End user IT support managers Trade wars affecting availability and cost of end user devices

devices or desktop support Geopolitical instability that can affect distribution of hardware to end users
specialists
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