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Jon Durfee

A product manager in the Federal Reserve Bank of New York’s New York
Innovation Center.

Michael Junho Lee

A financial research economist in the Federal Reserve Bank of New
York’s Research and Statistics Group
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1 Jon Durfee and Michael Lee, How Censorship Resistant Are Decentralized
Systems?, FEBRUARY 14, 2025, Federal Reserve Bank of New York, Link.
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@ Deposit ETH into
Tornado Cash
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Payment Instruction

From: Alice’'s ETH address (x123)
To: Tornado Cash 1.0 ETH smart
contract (x333)

Amount: 1ETH

Alice creates a transaction to
deposit 1.0 ETH to the Tornado
Cash 1.0 ETH smart contract.

Withdraw deposit
to a new address
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Payment Instruction

From: Tornado Cash 1.0 ETH
smart contract (x333)

To: Alice’s new ETH address
(x789)

Amount: 1ETH

Alice withdraws her 1.0 ETH
deposit to a new Ethereum
address that has no connection
to her deposit Ethereum address.
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Pool deposit with
other deposits
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Tornado Cash 1.0 ETH >
smart contract
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Alice’s deposit is added to
the Tornado Cash smart contract.

The deposit is pooled with all
other deposits.

Pay recipient
with new address
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Payment Instruction

From: Alice’s new ETH address
(x789)

To: Bob's ETH address (x456)
Amount: 1ETH

Alice pays Bob 1.0 ETH using
her new Ethereum address.
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Proposer 1 — Non-Cooperative Blocks by Builder
Number of blocks by builder, monthly
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Proposer 2 — Non-Cooperative Blocks by Builder
Number of blocks by builder, monthly

S oy & »
o@r&o << N v 3

350
300
250
20

o

15

o

10

o

5

o

o =

Proposer 9 — Non-Cooperative Blocks by Builder

Number of blocks by builder, monthly
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Proposer 1 — Cooperative Blocks by Builder
Number of blocks by builder, monthly
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Proposer 2 — Cooperative Blocks by Builder

Number of blocks by builder, monthly
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Proposer 9 — Cooperative Blocks by Builder
Number of blocks by builder, monthly
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